Workshop 25

Topic : Leadership Talk

Details of the Resource Person:

e Name: Mr. Prasant Kumar Shaw
e Organization: PwC
® Purpose: Cyber Risk and Regulations

Key Highlights of the Session

Emerging Threat Landscape: The session discussed the evolving cyber threat landscape, including
the rise of sophisticated attacks like ransomware, supply chain vulnerabilities, and nation-state cyber
warfare.

Data Protection Laws: The importance of complying with data protection regulations such as GDPR
(General Data Protection Regulation) and CCPA (California Consumer Privacy Act) wasemphasized. Non-
compliance can lead to significant fines.

Regulatory Frameworks: An overview of key cybersecurity regulatory frameworks, like NIST (National
Institute of Standards and Technology) Cybersecurity Framework and ISO 27001, and their relevance to
managing cyber risks.

Incident Response Plans: Developing robust incident response plans to effectively mitigate and recover
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